SOAS ICOP Policy Briefings SOAS

University of London

To Inform Government and Parliamentary Debates ot A e ot b

The Data Protection and Digital Information Bill and the Consequences of Lowering UK Data
Protection Standards by Eleonor Duhs, Barrister, Partner and Head of Privacy at Bates Wells, and
Jess Whitehead, Associate, Data & Privacy team, Bates Wells (28" November 2023)

The free flow of personal data across borders is essential to the modern economy. Finance, banking,
retail and hospitality all depend on it. The free flow of data between the UK and its biggest trading
partner, the EU, is therefore of crucial importance. Reforms to the UK’s data protection frameworks
could put EU-UK data flows at risk. A lack of free flow of personal data from the EU to the UK could
cost UK business up to £1.6bn. It could also lead to the suspension of the law enforcement

cooperation mechanisms in the EU-UK Trade and Cooperation Agreement (see Article 693), thereby
making citizens on both sides of the Channel less safe. Provisions of the EU-UK Withdrawal
Agreement will kick in if the UK loses the free flow of data from the EU (see Article 71) and will also
create operational headaches for UK businesses. These obligations would require UK businesses to

navigate different data protection standards, depending on where the data they are processing
originated.

Currently, there is a free flow of data from the EU to the UK for both general and law enforcement

data processing. This is because the EU has assessed the UK’s frameworks as providing an essentially

equivalent level of protection of personal data to that in the EU. The basis for this assessment is that
the UK’s current data protection regime (the UK GDPR and the Data Protection Act 2018) mirror and
adhere to the standards set out in the EU’s data protection frameworks.

Lowering data protection standards could operate to the detriment of the UK’s ability to trade with
its closest partners and to share vital information to keep our citizens safe. Failing to adhere to
international standards on the protection of personal data could undermine the UK’s ambition to be

a global leader in technology and innovation. Personal data is the “energy” which powers new
technologies. Low standards of protection result in fewer people agreeing to their personal data

being shared, thereby hampering digital growth.

At the Report stage of the Data Protection and Digital Information Bill, MPs are urged to point out that
its provisions could risk the free flow of data between the EU and the UK through:

e Enabling the Secretary of State to designate any treaty ratified by the UK as providing a basis
in law to process personal data, regardless of whether the treaty provides the requisite
protections for data subjects (see government amendment NC6 and further explanation
here).

e Conferring powers on Ministers to remove fundamental protections which exist under the
current regime, such as the right not to be subject to solely automated decision-making (see
clause 12 of the Bill and the regulation-making power in new Article 22D). This power could
be used to remove protections as recommended by the Taskforce on Growth and Regulatory

Reform (see paragraph 225).

e Making it easier for political parties to target children as young as 14 during election
campaigns, even though children cannot vote until they are 16 or 18, depending on the
jurisdiction (see Schedule 1 of the Bill).

For further information contact the author at e.duhs@bateswells.co.uk. Contact Prof Alison Scott-Baumann for
access to other experts at as150@soas.ac.uk, and visit our website for more information. The views expressed in
SOAS ICOP Briefings are those of the authors and do not necessarily represent those of SOAS.
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